Appendix A


Attica USD 511 Technology System
Network/Internet Acceptable Use Agreement

Introduction to the Computer and Network/Internet 
Acceptable Use Policy
Computer and network access, including Internet access, is available to students and staff in Attica USD 511.  Please read this document carefully.

Attica USD 511’s goal in offering these services to the school community is to promote educational excellence in schools by providing resource sharing, innovation, and communication.

Technology offers the potential of access to such services as:

· Computer-based tools and applications;

· Instructional resources and materials;

· Networked references, research sources, library catalogs, electronic mail services;

· Global information and news;

· Correspondence with other institutions;

· Online publishing and information sharing;

With this access to computers and people all over the world also comes the availability of material that may be considered inappropriate in the context of the school setting.  On a global network it is impossible to control access to all inappropriate materials.  Even with the best security and filtering, an industrious user may discover controversial information and materials, either accidentally or intentionally.

Attica USD 511 firmly believes that the valuable information and interaction available on this worldwide network far outweighs the possibility that users may procure material that is not consistent with the educational goals of the District.  However, the smooth operation of the network relies upon the proper conduct of the end users who must strictly adhere to the following guidelines and conditions of use.  These are provided so that users, parents, guardians, patrons, and the community are aware of the responsibilities they are about to acquire.  In general, this requires efficient, ethical, and legal utilization of the computer and network resources.

Access to technology provides connections to computer systems located all over the world.  Therefore, students, staff, parents, guardians, and patrons must understand that neither Attica USD 511 nor any Attica USD 511 employee controls the content of the information available on the systems.  Attica USD 511 does not condone the use of controversial or offensive materials and cannot be held responsible for such use.  These guidelines and conditions of use apply to all employees and students, or anyone else with access to any technology resources owned and operated by Attica USD 511.

This Acceptable Use Policy is binding on all employees and students of Attica USD 511 while they are employed or enrolled in this district as a matter of law, whether this agreement is signed or not.

Signing this agreement will help the District determine whether students, parents, guardians, and staff are familiar with the responsibilities of using technology and will help the district grant technology privileges consistent with each individual’s understanding of these responsibilities.

The guidelines and conditions outlined in this policy in no way limit the District’s right to manage its technology system as it sees fit, or restrict its authority to take any actions it determines necessary to adequately supervise, protect, and, if necessary, discipline students and staff.

The district reserves the right to revise this policy at any time, and all revisions will take effect immediately upon approval by Attica USD 511 Board of Education.

Computer, Network, and Internet Guidelines and Conditions of Use

Acceptable Use – The purpose of educational technology in Attica USD 511 is to support the District’s educational goals; therefore, use of technology must be consistent with the educational objectives of Attica USD 511.  Use of computer systems and networks imposes certain responsibilities and obligations on users and is subject to Attica USD 511 policies and local, state, and federal laws.  Acceptable use is always ethical, reflects honesty, and shows courtesy.  It demonstrates respect for intellectual property, ownership of information, and system security mechanisms.

Privileges/Consequences – The use of technology is a privilege, not a right.  Users must recognize and practice acceptable and lawful uses of the technology in order to continue to be granted this privilege.  Inappropriate use may result in a restriction of privileges and other disciplinary action.

PURPOSE:
To define and delineate acceptable and unacceptable uses of Attica USD 511 provided technology and access to information resources.

1. Attica USD 511 owns and operates a computer network.  “Computer network” shall include equipment and facilities, hardware, software, the transfer of information from one point to another, emails, access and connection to the Internet, storage of information, data, or any system, network, or equipment attached to the computer network.

2. Attica USD 511’s computer network has a limited educational purpose and has not been established as a public access service or a public forum.  The District has the right to place restrictions on use of the computer network to ensure that such use is in accord with its limited educational purpose.

3. This policy, related District and school policies and regulations, and the student handbook will govern student use of the computer network.  Staff use will be governed by this policy, related District and school policies and regulations, District employment policy, and negotiated agreement, if applicable.  Users have no privacy expectations in the contents of their personal files and records of their activity while on or using the computer network.

4. Students are restricted to using the computer network for educational reasons.  Attica USD 511 asserts the right to review and exercise its ownership of the computer system at any time by search of the system and its equipment and any information on it.  Use of the computer network by student and staff shall be subject to monitoring and search, and staff and students have no expectation of privacy in any information contained on the computer network.

5. Attica USD 511 makes no warranties of any kind, either expressed or implied, that the functions or the services provided by or through the computer network will be error-free or without defect.  The District will not be responsible for any damages users may suffer, including but not limited to, loss of data, interruption of service, or exposure to inappropriate material or people.  The District is not responsible for the accuracy or quality of the information obtained on or through the computer network.  The District will not be responsible for financial obligations arising through the unauthorized use of the computer network.

6. Successful operation of the computer network requires that all users regard such network as a shared resource and cooperate as a community; recognizing diverse interests and orientations while promoting the common purpose of advancing public education.  It is therefore imperative that all users conduct themselves in a responsible, decent, ethical, polite, and lawful manner while using the computer network.

7. Attica USD 511 has developed and approved this policy in accord with the statutory requirements of the Children’s Internet Protection Act (CIPA).  The policy represents the District’s good faith efforts to promote the safe, ethical, responsible, and legal use of the Internet, support the effective use of the Internet for educational purposes, protect students against potential dangers in their use of the Internet, and ensure accountability.

a. Attica USD 511 will promote the effective, educational use of the Internet in school through appropriate professional development.

b. Student and staff users of the District Internet system will receive instruction regarding the safe, ethical, legal, and responsible use of the Internet and of the District’s Internet system and their rights and responsibilities under this policy.

c. Student use and activities will be structured in a manner that is appropriate to the age and skills of students, recognizing the importance of providing more secure environments for younger students and supporting safe, responsible, independent use by older students.

d. Attica USD 511 will provide an annual written notice to parents/guardians of students about the District Internet system, the policies governing its use, and the limitation of liability of the District.  Parents/guardians must sign an agreement to allow their child to access the Internet.  Upon receipt of the executed agreement, the student will be allowed access to the District Internet system.  Parents/guardians have the right at any time to investigate the contents of their child’s server files.  Parents/guardians have the right to request the termination of their child’s Internet access at any time by updating their child’s Internet Permission Form and Student Use Agreement.

8. The Attica USD 511 superintendent or his/her designee will deem what is inappropriate use and his/her decision is final.  The superintendent or his/her designee, retains the right to deny, revoke, or suspend specific user privileges, or restrict access to technology resources, require payment for any damaged or destroyed equipment, and bring criminal charges if deemed necessary.

9. Any material used, generated or stored by any users is subject to review.  Attica USD 511 reserves the right to examine, restrict, or remove any material that is on or passes through its technology systems.

10. Access to electronic information related to any student or staff member will be governed by the same policies that would apply to that information if it were not in electronic form.

11. Parents/guardians may request to see the content of any material created or accessed by their child/children, if technically possible.

12. Attempts to compromise the security, integrity, the functionality of any Attica USD 511 technology system or possession of tools, which are designed to do so, while on school property, is a violation of this policy.  This includes, but is not limited to, the uploading or creation of computer viruses, deletion or alteration of other user files or applications, removing protection from restricted areas, or the unauthorized blocking of access to information, applications, or areas of the network.

13. It is a violation of this policy to introduce or attach any software or hardware to technology used in Attica USD 511, which is not owned or specifically authorized, by the superintendent or his/her designee.

14. Unless specifically authorized by the superintendent or his/her designee, no modification to any hardware or software owned or managed by Attica USD 511 may be made.

15. A few examples of user activities that violate this policy:

a. Commercial advertising or unethical/illegal solicitation.

b. Accessing a file or web site that contains pornographic or obscene pictures, videos, stories, or other material; making copies of such material, or distributing or exposing others to such material.

c. Using copyrighted material without permission.

d. Sending or receiving messages that are obscene, profane, racist, sexist, inflammatory, threatening, or slanderous toward others.

e. Creating and or placing a computer virus on the network or any workstation.

f. Sending messages or information with someone else’s name on it or misrepresenting the source of information entered or sent.

g. Harassing others or requesting or distributing addresses, home phone numbers, or other personal information, which could then be used to make inappropriate calls or contacts.

h. Sending chain letters or engaging in “spamming” (sending an annoying or unnecessary message to large numbers of people).

i. Purchasing something, which requires you to submit a credit card number or obligates the student or school to another party.

j. Revealing home addresses, e-mail addresses, or phone number of other students or colleagues.

k. Sharing passwords.  The only person to ever use a password is the person to whom it belongs.

l. Attempting to access and/or alter information in restricted areas of any network or in any way violate the confidentiality rights of other users on any network.

m. Failing to report violations of this plan or other conditions that may interfere with the appropriate and efficient use of school resources.  Users are required to report any of the following to his/her teacher or the building network administrator as soon as the following are discovered:

i) Any messages, files, Web sites, or user activities that contain materials that are in violation of this policy.

ii) Any messages, files, Web sites, or user activities that solicit personal information about you or someone else, or request a personal contact with you or another user.  (Asks for your address, phone number, credit card number, Social Security number, or to meet you.)

iii) Attempts by any user to abuse or damage the system or violate the security of the network and its resources.

iv) Any illegal activity or violation of school policy.
Consequences for Inappropriate Use/Violations of AUP

· First offense - loss of all computer privileges and use for two weeks and a letter will be sent home to the parents

· Second offense - loss of all computer privileges and use for nine weeks

· Third offense - complete loss of all computer privileges and use for the school year

“Netiquette” on the Internet

All users of Attica USD 511’s computers and networks are expected to abide by the generally accepted rules of network etiquette (netiquette).  Informal rules of behavior have evolved for the use of and communication on the Internet and other on-line services.  These rules of behavior include, but are not limited to, the following:

1. Be polite.  Do not write or send abusive messages to others.

2. Use appropriate language.  Do not swear, use vulgarities, or any inappropriate language.

3. Do not reveal your personal address or phone numbers or that of other students or colleagues.

4. Note that electronic mail (e-mail) is not guaranteed to be private.  People who operate the system do have access to mail.  Messages relating to or in support of illegal activities may be reported to the authorities.

5. All communication and information accessible via the network should be assumed to be private property, which is subject to copyright laws.

6. Do not place unlawful information on any network system.

7. Keep paragraphs and messages short and to the point.  Focus on one subject per message.

8. Do not type in all capital letters.  This is seen as shouting!!

9. Do not use the network in such a way that would disrupt the use of the network by other users. (e.g. downloading very large files during prime time; sending mass e-mail messages.)
Computer Lab Rules

General Rules - Student

1. Each student must have an agenda book signed by classroom teacher stating

a. Purpose for being in lab.

b. Expected length of visit.

2. PRIVILEGE, NOT a RIGHT.

3. Computers ARE NOT for playing games, sending and checking email, and other non-educational purposes.

4. Know and follow Copyright Laws and USD 511 Computer Policy.

5. Select only School Appropriate Sites.

6. Use only School Appropriate Language.

7. Ground yourself before working on computers.

8. Sign In and Out with the Technology Coordinator.

9. Log In and Out.

10. Do Not Use Printers as Copiers.

11. No Food or Drinks Allowed.

12. No unnecessary visiting.

13. For before or after school use, must make arrangements with Mrs. Fahring personally.

14. Repercussions for inappropriate behavior:

a. 30-minute detention next a.m. or p.m.

b. if not served, student not allowed in computer lab without a teacher.

Class Usage – Teacher

1. Sign up to schedule classes or mobile lab use beforehand.

2. Bring and stay with classes in Computer Lab.

3. Assign each student a computer and fill out the Computer Lab Student Use sheet.

Individual Laptop Checkout

1. During the school day:

a. Each student must have an agenda book signed by the classroom teacher stating purpose for checkout.

b. Checkouts only for an hour at a time unless otherwise arranged by teacher.

c. Must be signed out on appropriate checkout sheet.

d. Use only power supply and cord checked out with laptop.

e. The same person who checks out the laptop must return it as well.

f. Do not place the laptop on the floor for usage due to static electricity buildup.

g. Always remove the pin from the laptop before carrying.

h. Be sure to plug in the power cord on the power strip and then the pin into the laptop when returning the laptop to the cart.

2. First come, first served unless reserved by a teacher for a class.

Note:  Please sign and return this page to the office.  A copy of the original will be made and sent home with your child.

Internet Permission Form and Acceptable Use Agreement

The signatures on this Internet Permission Form and Acceptable Use Agreement indicate the parties who have signed have read the terms and conditions carefully and understand their significance.

I have read and understand Attica USD 511’s Internet Permission and Acceptable Agreement and will abide by the stated procedures.  I understand that a violation of this policy may result in the loss of computer privileges, suspension, expulsion or other disciplinary or legal action.  I also understand that any violations of these and other standard Internet policies may result in the complete loss of computer privileges throughout the district.  This includes the use of networked or stand-alone machines and all software contained therein.  Students or staff members who violate these policies will be responsible to provide their own means to complete any class assignments, projects, or job related tasks, which require the use of a computer and/or computer software.

User Name (please print) _______________________________________________________
User Signature _______________________________________________Date ____________

Parent/Guardian (please print) _________________________________________________
Parent/Guardian Signature ____________________________________Date ____________



I do not give my son/daughter permission to access the Internet
Parent/Guardian Signature ____________________________________Date ____________
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